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Request for Quotation (RFQ): Information Security Z-Managemcnff:.‘iyst'e-rh (ISMS) - 1SO
- 27001:2022(Latest  Version) End to  End  Certification Consultancy for Preparation,
_Implementation and Accreditation Service for the Bank. . : L

Scope of bid

Bank requires “Information Security Management System (ISMS) — 150 27001:2022 (Latest Version)
End to End Certification Consultancy for Preparation, Implementation and Accreditation Service™ under
the following terms and conditions and technical specifications (Annexure-A of the RFQ) for the required
items are given hercunder for the bidders/venders,

1.1 Bidder’s qualification

a) A well-recognized audit and legal consultancy finm with experience in building information security
policy framewarks, or a company focusing on Audit GRC and Cyber Security with at least two years
of similar experience, is required. The Consulting Firm should be a company focusing on Audit GRC
and Cyber Security business with a minimum of 02 year’s similar experience.

b) The Consulting Firm must: have a registered office in Bangladesh for at lcast 2 vears; possesses CO |
IRCA Certified 1S0 27001 Lead Auditors and Implementers, along with Project Management and
Governance profcssionals; has at least one successful SO 27001 certification project i a
Bangladeshi Bank or NBF1; and has the legal capacity to contract under Bangladeshi law.

¢} Certification must be completed within 3 months of receiving work order and surveillance | and
surveillance [T shall be completed on time.

d) Certificale Body engaged by the Consulting Firm shall be the member of IAF and they also have the
experience to audit 1SO 27001 in the banking or NBFI domain in Bangladesh.

¢) Consulting Firm shall not be permitted to do joint venture with other Consulting Firm,

f) Consulting Firm shall ensurc necessary audits by Certificate Rady il needed by the bank with free of
cost during the Certification and two Surveillances audit tenors.

1.2 Documents comprising the bid

a) Mame of Company.

h) Contact Person{s):

¢) Submission of supporting documents (e.g. Consultancy, Implementation and Certification experience
in 15027001 project) is mandatory.

d) Telephone {including land phone number), Fax, e-mail

¢} Constitution and year of establishment {certificate of incorporation)

f) Registered Office/Corporate Office/Mailing Address

o) Names & Addresses of the Partners if applicable

h) Name, designation, qualifications and expericnee of the technical and management personnel to be
engaged with this project

i) Trade License;

i) E-TIN. VAT and BIN Certificate

k) Letter of GIR/TIN Certificate;

1) Letter of Income Tax certificate and VAT registration cerlificate;

m) Other licenses/certificates as may be applicable:

n) List of deliverables with detailed timeline:

o) The number of Security Assessors who would be involved in the information securily assessment,

mock audit, and remediation processes, also a bricl description of them comprising names, valid

bidder certificates, academic and professional experience,

The number of 1SO 27001:2022 (Latest Version) Lead Auditor from Certificate Body who would be

involved in the stage |, stage 2 and surveillance audits. also a brief description of them comprising

names. valid bidder certificates, academic and professional experience.

The number of employees, certified auditor, certificd security expert, Licensed Penclration Tester,

ele. in the company.

r)  Any other related inlormation, not mentioned above, which the Certificate Body wishes to furnish.
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Commaon S&viucs Division
Corporate Head Office, Dhaka

1.3 Bid prices

Ridders shall quote the price excluding VAT and including Tax (VAT to be borne by the Bank) in
Bangladeshi Taka (BDT) for the service. Quoted rates (figures and words) and total costs in BT must
match the Bill of Materials. The Bank won't cover additional items not in the Bill of Materials. The
Consulting Firm must provide rate analysis i’ requested. In case of discrepancies between figures and
words, the lower amount prevails. 1f there are calculation errors between the quoted rate and amount, the
quoted rate is valid, and the Bank will correct the total. The Consulting Firm must specily the costs for

the 1st and 2nd surveillance audits.

1.4 Bid validity

Bid shall remain valid for a period of 120 days from the date of opening of technical proposals. In
exceptional circumstances, prior to expiry of the original bid validity period, the Bank may request the
hidder to extend the period of validity for a specified additional period. The request and the responses
thereto shall be made in writing, A bidder agreeing to the request will not be permitted to modify its bid.

1.5 Bid Security ! Earnest Money
The bidder shall submit 2.5 % of their bid price in the form of Payment Order/Bank Guarantee as bid
security in favor of Shahjalal lslami Bank PLC. The Bid Security/ Earnest Money should be enclosed on
the top of the financial offer. Any bid not accompanied by an acceptable bid security shall be rejectad as
non-responsive. The bid securily of unsuccesslul bidders will be returned within 120 days from the date
of bid opening. Selected bidder will get back the Bid Security/ carnest money on submission of
performance security.
The bid security may be forfeited il

(1) The bidder withdraws its bid during the period of bid validity.

{(b) A successful bidder fails to sign the contract.

() A successful bidder lails to furnish the performance security

1.6 Sealing and marking of bid
The envelope shall:

a) Be addressed to the Bank at the following address: The Member Sccretary, Procurement
Committee, Shahjalal Islami Bank PLC, Croporate Head Office, Shahjalal Islami Bank
Tower, 2™ floor, plot#d, Block- CWN(C), Gulshan Avenue, Dhaka-1212.

b) Bidder(s) should submit the financial and teehnical offer in separate envelope mentioning the name
of the offer and both envelopes must be submitted together in a single envelope.

¢) In addition to the above requirements, the cnvelope shall indicate the name and address of the bidder
to enable the bid to be returned unopened in case may be declared “late” pursuant fo clause 1.8.

d) If the envelope is not sealed and marked as above, the Bunk will assume no responsibility for the
misplacement or premature opening of the bid.

1.7 Deadline of bid
The bidder must submit the bids in original (sealed), duly marking the envelope as addressed at the

following no later than 5:00 p.m. on Monday, 12 May, 2025.

1.8 Laic Bids
Any hid received by the Bank after the deadline may be rejected and returned unopened to the bidder.

1.9 Fvaluation of proposals

The Bunk will choose the offer that is more comprehensive and that conforms to the relevant required
service. The Bank will carry out technical as well as financial evaluations according to the criteria of the
bank. The Bank will give emphasis to quality and the richness of the product, as well as the experience of

the vendor while evaluating,
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Common Services DMvision
Corporate TTead Office, Dhaka

1.10 Price Negotiation

The Bank may request technically qualified bidders to negotiate the price or any other relevant queries.
Representatives of the Bidders must have authorization for price negotiation. Bank is in no way bound to
notification of award to the contract to the lowest price bidder(s).

1.11 Award of Contracl
The Bank will award the Contract o the successtul bidder as per clause 1.9 and 1.10.

1.12 Bank’s righl to accept any bid and to reject any or all bids

Notwithstanding Clause 1,10, the Bank reserves the right Lo accept or reject any bid, and to annmul the
hidding process and reject all bids at any time prior to award of Contract, without thereby incurring any
liability to the affected bidder or bidders or any obligation to inform the affected bidder or bidders of the

grounds for the Bank’s action,

1.13 Notification of Award/Work Order

Prior to expiration of the period of bid validity prescribed by the Bank and atter successful negotiations
(if any), the Bank will notifyfissue work order in favor of the suceessful bidder that his bid has been
accepted. The notification of award‘work order may constitute the updated terms and conditions and
basic formation of the Confract.

1.14 Performance Security

The successful bidder will have to provide 5% of the Work Order Value in the form of Pay Order/
Unconditional Bank Guarantee as Performance Security in favor of Shahjalal Islami Bank PLC. The
validity of the submitted Performance Sceurity should be extended up to the achicvement of [SO 270N
Certification from a Globally Recognized Certification Body subject to acceptance by the Bank.

These clauses mayhe added while issuing the Performance Security,

a. At the request of the supplier, we. (issuing Bank), .. (address).... hereby irrevocably undertake (o
pay you, without cavil or argument, any sum or sums not exceeding in tolal amount of Tk
v e e conily wpon veceipt by us af yowr (Shahfalal Istami Bank PLC) first written demand.

b, Any such demand made by Shahjalal Istami Bank PLC on us (issuing Bank) shall be conclusive
and binding notwithstanding any difference between you and the supplier or any dispute pending
any Court, Tribunal, Arbitrater or any other guthority.

1.15 Penalty

If the successful bidder fails to complete the project in time without any valid reason accepled by
SJIBPLC, the successful bidder will be subject to penalty charges of (1%) per weel on the work order
amount and shall be deducted from the Work Order Value during the payment of the bill,

If certification would not achieve within the project stipulated time without any valid reason accepted
by SIIBPLC, 10% of work order/value will be deducted from the successful bidder. Most of the
remarkahle issues from the Certification Body audit need to be remediated before | # surveillance audit
otherwise no payment will be made for Phase- 4 and all the issues need to be remediated before 2™
surveillance audit otherwise no pavment will be made for Phasc- 3.

However, Bank must be informed for any foresccable delay or any other logical justification due to
uncontrolled situation prior to exceed the delivery deadline which may be considered by the bank if
situation justify such delay and the decision of purchase committee of the bank will be final.

1.16 Payment
a) No advance payment would be made to the successful bidder,
b} Any delay in Stage of completion as per schedule or deliverables will automatically result in a delay
and penalty of the corresponding payment as per Clause Mo, 1,15
¢} The schedule of payment caleulated as a percentage of the total work order value will be as follows:

)*.
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Common Services Division
Corporate Head Office, Dhaka
VAT 1o be borne by the bank) |

(iap analysis and Mitigation support,
Drocumentation support, Training for the
A | internal team (20 Persons), Lead Auditor | 20% of the Work Order Amount
(02 Persons) and Lead Implementer (02

Persons) Training with respective
certifications & Workshop.
Phase-2:

B | Remediation, Risk Assessment, Mock
| Audit, Stape 1 Audit i

Phuse-3: .
Stage 1 Non-compliance Remediation, 50% of the Waork Order Amount
Worlcshop, Stage 2 Audit, Engage
Aceredited Certificution Body and
Certification by Globally Recognized [50
Certification Body
Phasc-4
¥ surveillance audit, Workshop - .
Revalidation Audit by Globelly | 3% of the Work Order Amount
Recognized Certification Body i
’ Phase-5
: 2" surveillance audit, Workshop —— ;
E and Revalidation Audit by Globally 15% of the Work Order Amount

_ Recognized Certification Body ‘
i Total 100% g

d) All the phases of 1.16 Table (A-E) must be ensurcd by the bidder within the same Work Order value
and no extra payment will be given other than the mentioned phase-wise payment according to the
above table.

e} [f the bank fails to achieve ISO 27001 Certification, then the bidder will have to follow Plan-Do-
Check-Act for relevant phases until the issue is resolved and then the bidder will have to arrange the
[SO 27001 certification audit again by the Certification Body without any additional cost. The
process will be followed by the Plan-Do-Check-Act method lor relevant phases, Certification and
Surveillance Audit without any additional cost until the optimum outcome of the said project.

f) All Change Management situations and additional issues musl be addressed and remediated by the
bidders without any additional cost during the project.

2) On submission of the bills duly vetted and approved by the Bank or its appointed Consultant after
which the payment shall be made by the Bank.

h) Payment against all items will be made as per hill subject o necessary certification by the Bank or
its representative(s) after deducting security deposit, AIT, ele. as per terms & conditions of the RFP
and NBR rules & regulations whatever applicable under the scope of this document and related
WAT to be borne by the bank.

i) All the payment against work done shall be made in Bangladeshi Currency (in Taka) on submission
of bill properly approved by the Bank as mentioned in the Schedule of Items and Bill of Quantity

under the Financial Propos

1.17 Withholding Sales Tax & VATL:
The hidder is herchy informed that the Government shall deduct Tax al the rate prescribed under the Tax

Laws of Bangladesh, from all payments for services rendered by any bidder who signs a contract with the
Rank. The bidder will be responsible for all taxes on ransactions and/or income, which may be levied by
the bank, If bidder is exempied from any specitic Taxes, then it is requested to provide the relevant

documents with the proposal.
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Commen Services Division
Corporate [Head Otffice, Dhaka

.15 Terms and Conditions
Followings arc the Terms & Conditions to be applicable for this tender;’

1)

b)

g)
h)

i
k)

The Consulting Firm’s offer shall be filled-in with permanent ink and shall not contain any
stipulation, erasures or strike over, corrections or revisions may be made by neatly marking through
the figures or words and writing the correction above.

No additions, alterations shall be made by the Consulting Firm in the Schedule of [tem of Works &
Bill of Materials. A separate sheet shall be used for any additional item, which may be required to
complete the work. Alteration of tender document may lead to the cancellation of the submitted
Proposal by the Tenderer.

A Non-Disclosure Agreement (NDA) will be signed between Consulting Firm and Shahjalal lslami
Bank PLC. for implementation of the project.

The Consulting Firm must sign and seal cach and every page of the Proposal if the hard copy is
required by the Bank.

The Tender Amount shall include Tax, Duties etc. as per applicable rules.

The Consulting Firm will be completely responsible for all applicable taxes, duties, levies, charges
and license fees in connection with the delivery of productsiservices at the site.

The Consulting Firm must provide the validity for the offered products/service for One hundred
twenty (120) calendar days from the date of opening of the financial ofTer.

Shahjalal Islami Bank PLC reserves the right to ask for any modification, amendment, adjustment
andfor alteration of the proposal submitted by a participant and in such case, the participant may be
required to submit the proposal again,

Shahjalal Islami Bank PL.C may seek clarification of Technical and/or Financial proposals from the
respective participant for proper examination and evaluation of the proposals. The request for
clarification by Shahjalal Islami PLC and the response from the participants shall be in writing ar
byc-mail. .

Shahjalal Islami Bank PLC at its sole discretion shall have the right to accept or reject any parl or
entire proposal.

Consulting Firm must provide a summarized offer in their proposal which require to be aligned with
the tender requircment for the projeet.

Consulting Firm must provide requested information in its proposal mentioned in the tender
document and provide their confirmation on the acceplance of requested deliverables. Contact Person

The bidder may contract with below mentioned official(s) for any queries.

For Techmical querics: | For Financial queries: |
i Zabedul Hoque Chowdhury ' 8.M. Tarequl Islam Hyder 1
! ICT Security Department | Common Services Division |
| e-mail; zabedul4463 E@sjiblbd.com | e-mail: tarequl4471 @sjiblbd.com |
| Cell: D1814874480 ____ |Cell:01712480200 |
Abul Bashar Md. z@’-ﬁf 5}‘14;- hid Hasan 72 [BI RS

SVP & Head of CSD SVP & Head of ICT Steurity Department

%
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Common Services Division
Corporare [Tead Office, Dhaka

Annexure-A
Technical Specification

Of

Information Security Management System (ISMS) — ISO
27001:2022 (Latest Version) End to End Certification
Consultancy for Preparation, Implementation and
Accreditation Service for the Bank.
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Coammon Services Division
Corporate Head Office, Dhaka

TECHNICAL SPECIFICATION OF IS0 27001: 2022(Latest Version), an Information Security
Management System (ISMS) Standard for SJIBPLC,

OBJECTIVES OF THE RFFP:

The Bank has a goal to achieve the Certification of 150 27001:2022 (Latesl Version) (ISMS),  This
request for proposal document (*RFP document’ or RFP) has been prepared solely for the purpose of
enabling SIIBPLC to select Consultant for ISC 27001: 2022(Latest Yersion) consultancy services Lo
prepare and readiness to obtain ISO 27001: 2022 (Latest Version) Certificate with maintenance and
surveillance audit for SJTIBPLC Data Centre, DR site and ' Division of the Bank. For this “SIIBPLC
intends 1o select a reputed bidder ‘consultancy service provider to engage with the Bank's team in
implementing the 1SMS and assist the Bank in obtaining certification of 150 27001:2022 {Latest
Version) from an accredited certification body (CB). The Selected bidder /consultancy service provider
shall assist the Rank to prepare and create a readiness to obtain the IS0 27001: 2022(Latest Version)
Cerlificate. The selected bidder feonsultancy service provider may tie-up with accredited certification
bodies (CB) and has to submit an all-inclusive proposal [or obtaining 150 27001: 2022(Latest Version)
Certification for the SJIBPLC.

Locations 1o be covered for End to Cnd Information Security Management System (1SMS) 180 27001
2022(Latest Version) Certification for the Banks are:

i.  Data Centre, Head Office, Gulshan
ii.  Disaster Recovery Site, Gazipur
iii. 1T Division. Head OfMice, Gulshan

SCOPE OF WORK FOR ISMS

Teems | Description e R e e 3
a. Conduct ]H{}?T{Jl[ll zap d]1d.]],.‘§.]5. I:nsed on thq_ 1SO ZTG{!I 2(}22 {] atcst ‘Jersmn}l
requircments
i h. Develop Policies, Procedure, Standard, templates & other Documents required
Dﬂallls Scope far 1SMS
of Work : : o
¢. Preparation of Statement ol Applicability
d. Remediation support to implement controls by proven consultant
¢, Conduct Risk Assessment
£ Support Internal Audit & Management Review Mecting (MRM)
g, Certification Audit by a Certilication body
h. Perform Surveillance Audit
i,  Awareness Training for 20 personnel
. 180 27001 Lead Auditor training with certification for 2 personnel.
k. IS0 27001 Lead Implementer training with certification for 2 personnel
. Any relevant scope/task to achieve 150 27001 Certification and 2 Surveillance
Audit
SCOPING INFORMATION
| items: FoDeseription i i e e P
180 2700 LEEI:‘LI'['ILHLLCIH (1"?."-*]‘\] f‘or IT L)msmn 1T
Scope Stavement: Services, Data Center and Disaster Recovery Site. |
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Common Services Division
Corporate Head Office, Dhaka
Number of Location: | 02 (Two) ) ) ]
Nature of the Business: | Financial Service (Banking)
Banking; Branch Banking, Teller, Investment, Party, Trade |
Service, Retail Banking, Internet Banking, Mobile
Business functions; Application, Cards, Remittance, Corporate Payment
Module, Utilities Payment, Customer Onboarding System,
Agent Banking etc.
Support functions: HR _ IT. Risk Management, Internal _f}udil__ Common
) Services Division, Banking Operation Division ete.
Access Control, Network Security. Endpoint Protection,
Current  Security  Practices  and | Vulnerahility Assessment, Intrusion Prevention. WAF, [SE,
Technology: Application Sccurity, Secure Configuration, Malware
Protection and Content Filtering, ete

lhe number of persomnel in the 1500 |
company: _ i -
Number of personnel to be 10
covered by the assessment: 5
The number of personnel involved |

| directly in ensuring the security ol | 6

_information: i _ _
bRl lerinds with your BACH, BEFTN, SWIFT, SMS, CMS, Remittance, etc.
network: : j '
Description of business systems in the | Core Banking, Agent Banking, Internet Banking, Mabile |
scope: Application ete.

Dala Center and Disaster Recovery Infrastructure as well as
IT Division responsible to provide services like Core
Description  of  the infrastructure | Banking (includes 141 branches and 03 sub-branches),
encompassed in the scope: Agent Banking, 143 ATM terminals, Internet Banking,
Internet Service, Mobile Applications, Remittance Service,
Ltility Payments etc.

%ecunt_y framework currently 1SMS
following: _
Adoption of cloud-based service: None |

STATEMENT OF WORK (SOW)

i. Project implementation

The project shall be implemented by the following 03 (Five) phases:

SINo  Phase/Stage - B T L L e s
0l 1 Phase | ‘-smpmg,, Flanmng and Gap Asscasment
| 02 Phase 2 ISMS Preparation, Implementation and Operation i
| 03 Phase 3 Certification . =
! Phase 4 1* Surveillance Audit
05 Phase 3 2" Surveillance Audit

Phasc 1; (Scoping, Planning and Gap Assessment)
Activities (key): Consulting Firm

1. Project Kick-off and discuss the project approach, timing.,

2. [Establish project governance, project plans, roadmap and team

3. Understand SJIBPLCs Strategy & Governance siructure

4. Understand SJIBPLC's Business, IT Service, [T Systems, Infrastructure and operations

Page 8 ol 18
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Common Services Division
Corporate Tead OfTice, Dhaka

5. Review existing ISMS responsibilities. I'T Policies, procedures and guidelines etc. used in Shahjalal
Islami Bank PLC.

6. I1dentify internal departments and external parties involved within Shahjalal Islami Bank PLC

7. Understand the organization, its departments, and processes

8. Physical and Logical boundaries for the scope

9, Identily legal requirements for information security for the organization

10, Conduct 18027001 gap analysis based on the 150 27001-2022( Latest Yersion ) reguirements

11, Understand IT landscape

12. Identification and classification of information asscts and value assets based on CLA.

13, Develop an asset register and evaluate asscls based on asset classification puidelines

14. Develop risk register and perform risk assessment from a people, process and technology risk
point of view and identify assct wise Threat and Vulnerability, Risk rating and impact.

15. Risk Assessment should include risk wlerance and risk appetite

16. Make recommendations on suitable and cost-effective risk mitigation controls and strategies

17. Prepare an implementation plan for implementing the 1SMS contrels.

18. Develop Risk registers and Risk Treatment Plans (RTF)

19, Other relevant Activities (key) required by the bank to achicve 1SO 27001 Certification and 2
Surveillance Audits.

Activities: Accreditation {Certification/TS0 Audit) Body:

|. Awareness Training (General) regarding 1SMS Standard and Requirements.
»  Number of participants: 20 {in 01 batch)
*  Dwration: 01 Day (08 Hours)

2. 1SO 27001 Lead Auditor (Certification - IRCA — International Register of Certificated Auditors,
UK/ CQI - The Chartered Quality Institute)
»  The number of participants: 2 {two).
*  Duration: 05 Days (40 Hours)

1. 180 27001 Lead Implementer (Certification - IRCA - International Register of Certificated
Auditors, UK/ CQI - The Chartered Quality Institute)
*  The number of participants: 2 {two).
= Duration: 05 Days (40 Hours}

Key Deliverables:

The consulting firm will ensure through the individual team {from the bank) to build manuals and also
assist the said teams to make necessary processes ic. SOP (Standing Operation Procedure), VArous
policies and other required documentation for achieving the required standard toward the accreditation.
One set of hard copy and softcopy (in MS Word format) of the total work have to be submitted. All
documentation required for tasks and otherwise related to IS0 27001 222 (Latest Version) certification
needs to be completed & submitted to the Bank by the Service Provider. The key Deliverables should

include, but are not limited to the following:

Project Team Identification and Resource Requirements

[SMS Scope Document {Physical and Logical and Technalogy)

Detailed Project plan

[SMS Policy Document (List ol Applicable Policies, Pracedures and best practice documents)
Gap Analysis combined Report, featuring gaps, recommendations, priority and owner

f-ﬂ-h-'ul}l,*-)-—*

o

Asset Registers
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Risk Treatiment Plan
Risk Assessment Report

Risk Treatment Report

10. Statement of Applicability

11

. Other relevant Key Deliverables as and when required by the bank o achieve 150 27001

Certification and 2 Surveillance Audits.

Phase 2: ISMS Implementation and Operation

Kev Activities: Consulting Firm

o v B v b

Develop/ Update ISMS policies, procedures and lemplates require for implementation of [SMS
Design and implement 1SO 27001 framework communication

Implementation of the requirements identificd from the risk treatment plan

Operate IS0 27001 framework

Conduct management review and ensure metrics are defined

Conduct internal audits (pre-certification) and provide a corrective action plan, review Statement of
Applicability, Risk Register and other mandatory documents as per IS0 27001 standards
requirement,

Corrective action plan for remediation of gaps

Facilitate to conduct a management revicw meeting

Assist for Certification Aundit

. Must follow the Plan-Do-Check-Act

. Mock Aundit

. Register and engage of certification body

. Certification

. Other relevant Key Activities as and when required by the hank to achieve 150 27001 Certilication

and 2 Surveillance Audits,

Following Key Deliverables that shall be provided from Scratch to the Final Stage by the Winning
Ridder based on the requirements of SJIBPLC during Certification and (2 Surveillance Audits

Period.

Policies and Mandatory Documents:

I o

— e — W
ot o= T

Information Security Policy and Objectives
Securily Organization

Asset Management Policy

Risk Management Policy &Procedure

Risk Assessment and Risk Treatment Methodology
Statement of Applicability (SoA)

Risk Treatment Plan

Risk Assessment and Rizk Treatment Report
Definition of Security Roles and Responsibilities

. Invemtory of Assets

. Acceptable Use of Assets

. Access Control Policy

. Operating Procedures for IT Management
. Secure system engineering principles

Page 10 ol 18
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Commen Services Division

Corporate Head Office. Dhaka
|5, Communication Policy
16. Information Systems, Acquisition, Development and Maintenance Policy
| 7. Social Media Policy
18. Supplier Security and Relationship Policy
19, Information Security Incident Management Policy
20, Business Continuity Strategy, Policy and Plan,
21. Human Resources Security Policy
22, Physical and Environmental Security Policy
23, Statutory, Legal, Regulatory, Contractual Requirement and Compliance Policy (Requirements)
24, It can be mentioned that besides the mentioned documents, other documents as per [SMS

requirement has to be developed
25 Other relevant Key Deliverables as and when required by the bank o achieve IS0 27001

Certification and 2 Surveillance Audits,

Mandatory Records:

Records of training, skills, expericnce and qualitications

Monitoring and measurement results

Internal audit program

Results of internal audits

Results of the management review

Results of corrective actions

Logs of user actlivities, exceptions, and security cvents

Other relevant Mandatory Records as and when required by the bank to achieve 1SO 27001
Certification and 2 Surveillance Audits,

o1 @t L b —

Procedures:

Asset Management Procedure
Media Handling Procedure
Change Management Procedure
Physical & Environmental Security Procedure
Systems Planning and Acceplance
Backup and Recovery

Business Continuity Procedures
Internal Audit Procedures
Antivirus Procedures

10. Bidder Management Procedure
11. Access Control Procedure

S PR e T e LR RS

12. System Development Procedure

13, Network Security Procedure

14, Security Compliance Procedure

15. Information Security Incident Management Procedure

16. Other relevant Procedures as and when tequired by the bank to achieve 1SO 27001 Certilication and

2 Surveillance Audits.

£
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Common Se-wicuh' Division
Corporate THead Office, Dhaka

Templates:

. MDA Format

2. Visitor Access Register

3. Media Movement Register

4, Hardware Movement Register
5. Change Control Forms

6. Incident Report

N

Access Request Fonms

8. Backup Schedule

0, MNew User Account Requisition

10, Asset Register

11. Revocation of Access Right Form

|2, Business continuity Test report formats

13. Other relevant Templates as and when required by the bank to achieve [50 27001 Cerlification and 2
Surveillance Audits,

Most commonly used other Documents:

Procedure for document control
Controls [or managing records
Procedure for internal audit

Procedure for corrective action

Bring your own device (BYOD) policy
Mobile device and teleworking palicy
Information classification policy
Password policy

Nisposal and destruction policy

[ 0. Procedurss for working in secure areas

R e

11. Clear desk and clear screen policy
2. Change management policy

| 3. Backup policy

14, Information transfer policy

15, Business impact analysis

16, Exercising and testing plan

. Maintenance and review plan

| . Business contlinuity strategy
19. Other relevant Commonly Used Documents as and when required by the bank o achieve 150 27001

Certification and 2 Surveillance Audits,

Page 12 0l 18
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The consulting firm will have to provide documentation on the following points as a part of the technical

documentation-

1. Process approach for ISO 27001:2022(Latest Version) design and Implementation,

Consultancy Team details including qualifications, experience, references ete.
Other relevant Technical Documentation as and when required by the bank to achieve 150 27001

2. Risk Assessment process approach and methodology.
3. ISMS development activity details,
4. Pre-Audit assessment process plan and execution.
5. Statement of Applicability: approach and completion.
6. Deliverables.
7. Project timeline and completion plan.
8.
9.
Certification and 2 Surveillance Audits,
Phase 3: Certilication

Certification Body will perform the follov ing activi

Relevani Scopes/Tasks and
Initial Certification

Htwew Doaumamatmu, process  and
ather relevant tasks that are required lor
| certification

Stage |
{ Pre-Certification Audit)

Review the Implementation controls
and effectiveness of process and other
relevant tasks that are required

Stage [1
{Certification Audit)

Phase 4: 1st Surveillance Audit

Cerh E‘Lauen Bﬂd

will perform the following activity for the purpose of 1% Surveillance Audit:

1 Surveillance Amﬁr

Lcrnf‘ catmn Mamtenaﬂcn_z Checking o thﬁﬁrodédﬁres‘ and iﬁﬂliciﬂs
Yéar 01 --and other relevant tasks that are used i

: {aﬁ;ruuﬂal E‘Lrul'cmmn} | everyday operations

Phase 5: 2nd Surveillance Audit

Cemtu,;ﬂmn Body will pf:rfhrm the following activity for the purpose of 2" Surveillance Audit:

S Sirveillance Audit

'Cuurcatmn Mamtenance Lhackmg of 1he procedun,g and pohucs
 Year 02 :

and other relevant tasks that are used in

{after initial Cuul" LﬂTIﬂﬂ}l everyday operations

BIDDER'S RESPONSE/STRENGTIH

GENERAL
SL | Description | Bidderoffer -
l | Name of the Company Please mention
Page 13 ol 18
L
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2 Address of Registered OfTice Please mention ]
i] Presence and locations of Otfices in Bangladesh Please mention |
Details of Tearn Lead and number of persons who are proposed
1o be associated for executing the project, The team should be | Please submit the Resume
4 consisting of 180 27001 Lead Implementer and Auditor | of Team Lead and corve
Implementer having experience | respurces
of conducting SO 27001 certification project
5 Nurril?er of project team Lead and their qualification and project Pl s
EXPETICTICE _ _ :
Number of project team member and their gualification and ;
fi ; A, Please mention
_ project experience .
7 | Number of [SO 27001 Lead Auditor/Implementer | Please mention
8 Numnber of ISACA, 1SC2 and OSCP qualified personnc| Please mention '
9 Number of Bank and NBFI Client_with Name Please mention _‘
10 Number of Client_with Name (other than Banks and NBFIs) |
Training:
a. IS0 27001 Awareness Training:

: ; : : ok Document
| SINo | Area/Domain Requirements / Descriptions Reference &
| s : s Risponse

1) Information Security and International Standards
2} Information System Securily Reguirements
3} Security Policy
| 4} Security Organization
3} Asset Classilication and Control
: 6} Persomnel Security
7} Physical and Environmental Security
%) Communication
0 Area to be covered 9) Operations Management
1) Access Conlrol
11} Swstem Development and Maintenance
12) Business Continuity Management
13) Compliance
14) Identification of [SO 27001 Controls.
| 15) Other relevant arcas to achieve 150 27001
Certification and 2 Surveillance Audits,
02 | Duration 0% hours (01 Day) .
03 Participants 20
B Capacity Building must follow H.w latest international
ik Gl recognized’ atrﬂa_ted . ﬁamcwork- syllabus  Le. IS0
| 27001 Latest Version {if any)
03 Training Yenue Training will be delivered at bank arranged venue.
Bank will
provide training infrastucture including  training hall,
rojector, whiteboard, papers a laser printer, transport,
e Haralities flml!:l & heverage, other lf}gpislic {if any) : %
Service Provider will
provide ‘Trainer and fraining materials
. Must he [S0 27000 Lead Auditor’Lead Tmplementar
07 Trainer

(COIIRCA)

U

3

Page 14 of 18
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Corporate [ead OfTice, Dhaka

b ISO 27001 Lead Auditor Training

Ve et eI R o S TS
LE e PR TERERER ST e

Bidder Response
; Document
-~ Sl No Arca/DDomain Requirements ¥ Descriptions Reference &
R Response
1) Information Security snd International Slandards
2] Informalion System Securily Requirements
4] Securily Policy
4]  Secwrity Crganization
5] Asset Classilication and Control
6] Personnel Scourily
71 Physical and Environmenial Security
8] Communication
0l Area to be covered

4] Operations Management

107 Acewss Control

11) Syatem Development and Maintenance

12) Busingss Conlinuity Management

13) Compliance

14) Identification ol IS0 27000 Controls,

15) Other relevant areas to  achieve
Certification and 2 Surveillance Audit,

1SC 27001

{2 Duration 5 Full [ays (40 Hours)
g | b o1 2 twa)
| Particypants -
04 | Tramework Capacily DBuilding must follow the latest international
Follow recognizediattested [ramework! svllabus e, 1503
18]  Training Venue Training will be delivered at Bidder arranged venue,
The truiner should be certified on  the  helow
Trainer domain/subject:
L Cualification 17 180 27001 Certificd TrainerCertified in Information
Security Management Standard (ISMS)ISO 27001 LA
For conducting Capacity Building training. 03 profiles of
07 Trainer's Profils the trainers must be submilted with the consent letter from
the Lrainer,
Besides theoretical knowledge, the trainer is preferred to
(08 Trainer Practical have hands-on practival T'TES operational as well us
knowledge implementation expertise in financial sector (banking and
mon=banking).
Fur training, lhe trainer must be a professional trainer.
09 Training as Corc 1is'her pl":.lffﬁﬂ[l:lﬂ musl be under o similar type of
Avlivities organization (trainer should not be a gervice holder —
aiving training as an aptional service). _
B Certilication Instructor Led {IRCA} Certification should be included for
I Examinativn 02 participanls B
o n Others (11 any) Bidder Response )

e %

Page 150 18
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¢. 150027001 Lead Implementer (L1) Training

T e o e m e g e S e R S

Bidder Response
3 : Document:
- 51 No Area/Domain Requirements | Descriptions Reference & -
: R Response
1. Information Security and International Standards
2. Inlormation System Security Requiremaenls
A Security Policy
4, Security Organization
5 Asset Classilivation and Conirol
A, Personnel Seeurity
7. Physical and Environmental Security
8. Communication
L Anwito b sajatd . Operalions Management
10, Agcess Contral
11. System Developmenl und Maintenance
12, Dusiness Continuity Managemenl
13, Compliance
14, Identification of 150 27001 Controls,
15. (xher relevant areas to achivve 150 27001
Certification and 2 Surveillanee Audit,
iz Dhuration 5 Tull Daws (40 Howrs)
i Murnber of
0 Participanls 2 (oo}
04 Framework Lo Capacity Building st follew the latest i]‘ltL‘Tl‘inl.iUﬂﬂ'I
Follow recognized attested [Tameworks syllabus e, [30)
05 Training Venue Training will he delivered ai Bidder arranged venue.
The trainer should be certilied on the below domaindsubject:
i [EJ‘TEI]E:‘;:CEti.DTL 1503 27001 1ead .I mplementer {[__.1‘,1 {Bert?ﬁcd Truoiner A5
: 27001 Lead Auditer (LAY Certificd Trainer/Certificd in
Information Security Managemenl Standard ([SMS],
Far condueting Capacity Building training, 03 profiles of the
a7 Trainer’s Prolile trainers must be submitted with the consent letter from the
{rainer.
Besides theoreticul knowledze, the trainer is preferred to
0% Trainer Practical Em‘e hamds-qn [_1I‘EI.1’.‘tiI:-E!t| ]]jES up?ml,imzml as well vy .
K nowvledpe implementation expertise in Lhe linancial sector (banking
and nen-hanking),
For lraining, the trainer must be a professional trainer.
09 Truining as Core ] ['ls.-'hs_:l' pfn!'l:;:s]c:n must be under a simElgr type of -
: Activities organization {trainer should not be a serviee holder - giving
truining as an optional service).
0 | {:Eﬂif?ctll[.un [nslruc&n!'-l_cd (IRCA) Certification should be included for
Examination 02 participants
11 - Ohiers (1F uny) Bidder Response 58]

W g,
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Common Services Division
Corporate Head Office, Dhaka

Annexure-B

Financial Offer
of

Information Security Management System (ISMS) — 1SO
27001:2022 (Latest Version) End to End Certification
Consultancy for Preparation, Implementation and
Accreditation Service for the Bank.

Page 1T ol 18
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Common Services Division
Corporate Head Office, Dhaka

Format of the Financial Offer

Financial Offer must be submitted as per following format and all other cost (if any) must be inLegrated

into the service cost:

Service

Price (BDT) Excluding VAT
(VAT to be borme by the bank)

CEnd te End Certification Consultancy for Preparation,
Implementation and Accredilation Service of (ISMS) 150
27001:2022 (Latest Version) for the Bank which includes 130
27001:2022 (Latest Version) Certification, 1% Surveillance
Audit, 2" Surveillance Audit and other requirements as per
this RFP

T

«Price excludes WAT and related VAT to be borne by the bank.

Vv
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